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Recent security breaches have brought to light the scary reality of
personal identity theft. It's the fastest growing crime according to the

FBI. But what about business identity theft?

So what's the difference between personal identity fraud and
business identity fraud? Simply put, a victim of business identity
theft sustains fraud on a corporate level, rather than simply being
defrauded on a personal level. The results can included ruined
business credit ratings, large fraudulent purchases, damaged
reputations, illegitimate business deals made in the company's
name, fraudulent loans obtained in the company's name, and the list
goes on. What's more, although businesses of all size are vulnerable
to identity theft, evolving businesses often sustain the most damage

because they lack the resources to recover.

The Stakes. Virtually every aspect of a business is at risk, from the
finances to the business name itself. To begin stealing a company's
identity, a thief can get the information he needs in several ways. As
in instances of personal identity theft, the thief can do the most
damage if they can find the business owner's social security number.
What comes next is enough to scare any business owner-the thief
can now gain access to the business bank accounts online or can
even set up new business accounts. The first to go is the credit
rating, as the thief racks up millions worth of fraudulent charges on

cars, houses, boats, and anything else that he can buy with credit.

Next, the thief can use your business to get to your records,

potentially stealing your clients' and employees' identities or

selling your confidential business information. The thief can do
business in your name with other businesses, or even change your
business's name, making the mess especially hard to clean-up.
Mind you, they don't even need to get your social security
number. They can just emulate your letterhead and start
committing various frauds while pretending they are you,
damaging your business reputation in the process. Business
identity theft is getting more common and sophisticated every
day, yet there are many simple steps you can take to significantly

reduce your risk of becoming a victim

Shredding. Shred everything. Keep shredders by bins and
photocopiers. Make certain that all records, credit cards, and any
document with any personal information (RSI, addresses, names,
birthdates, etc.) go into the shredder. Protect your electronic
information. You can purchase security software that will maintain
firewalls, encrypt your information, and protect your e-mail
accounts. Regularly check for "holes" in any websites connected
to your business. Information can leak through security holes,
exposing your business to identity theft. Protect or eliminate
your paper information. Keep files away from the public and
accessible only to employees on a need-to-know basis. Because
paper is more vulnerable than its electronic counterparts, store
files in computers and switch to online baking, payroll and bill pay.
According to a study by Javelin Strategy and Research in the US,
making this switch can save consumers and businesses about $4.8
billion and prevent more than one million cases of identity theft

each year.

Genesys Business Solutions helps
evolving companies to stabilise and
grow.

Genesys is a Microsoft Certified Partner - with
competency in Microsoft Business Solutions. We can
advise you on Dynamics Great Plains® solutions -
whether implementing as new or developing on existing
installations. Our commitment is to support your
company’s systems and provide you with a quality,
reliable IT business solution.

Our proven track record in delivering Microsoft
Dynamics Great Plains® means we have the experience,
expertise and know-how to ensure you get the right
solution for your business. Development of solutions for
specific business requirements is our key competency -
no matter how complex your systems transactions. We
provide a full support and training service throughout the
lifetime of your system, changing and evolving as your
business does.

"We're basically more connected. Decision makers rely on business
alerts and exception reports delivered to them in Outlook...direct
from our Business Management applications. All the relevant info
required to make the correct decision is delivered in the mail
whether it originates in Great Plains, our manufacturing system or

on a forecasting spreadsheet.”
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